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OMNIBUSREPLY OF THE MOTION PICTURE ASSOCIATION OF AMERICA, INC.,
METRO-GOLDWYN-MAYER STUDIOSINC., PARAMOUNT PICTURES
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WALT DISNEY COMPANY, AND WARNER BROS. ENTERTAINMENT INC.

The Motion Picture Association of America, Inc. (“MPAA”), Metro-Goldwyn-Mayer
Studios Inc., Paramount Pictures Corporation, Sony Pictures Entertainment Inc., Twentieth
Century Fox Film Corporation, Universal City Studios LLLP, The Walt Disney Company, and
Warner Bros. Entertainment Inc. (collectively, “the MPAA Parties”) hereby submit this reply to
oppositions and comments filed by the Center for Democracy & Technology, Philips Electronics
North America Corp., Public Knowledge & Consumers Union, SmartRight, and Tivo Inc. to

their petition for partial reconsideration and clarification® of the Commission’s August 4, 2004

Order in the above-captioned dockets.?

INTRODUCTION AND SUMMARY

In their Petition, the MPAA Parties requested that the Commission reconsider its

authorization of TiVoGuard and clarify that both TiVoGuard and SmartRight must use proximity

! Petition for Partid Reconsideration and Clarification of the Motion Picture Association of America, Inc., et al.,
MB Docket Nos. 04-55, et al. (filed Sept. 13, 2004) (“MPAA Parties’ Petition”).

2 Order, Digital Output Protection Technology and Recording Method Certifications, MB Docket Nos. 04-55, et al.,
FCC 04-193 (rel. Aug. 12, 2004) (the “Certification Order”).
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controls in protecting digital broadcast television content. The MPAA Parties noted that appro-
val of technologies without proximity controls was premature given (1) that the Commission has
yet to resolve the criteria necessary to permit secure remote access to broadcast television pro-
grams; and (2) that in the case of TiVoGuard, the record supporting the Commission’s decision
was inadequate in several respects. The MPAA Parties also observed that even if the
Commission were correct in proceeding to authorize technologies without proximity controls
where “other reasonable constraints” are demonstrated, TiVoGuard fails meet that standard.
Further, TiVo supplied no information concerning how it would prevent evasion of its affinity-
based controls after approved proximity-based outputs are used downstream.

None of the various parties filing comments or oppositions have raised a serious
challenge to the bases of the MPAA Parties’ Petition. No party contests that the Commission has
postponed consideration of the criteria for remote access to another proceeding. No party
conteststhat TiVo failed to place certain information concerning its technology in the record.

No party denies that the Commission based its approval of TiVoGuard on TiVo’s representations
concerning the content of its user agreement and on TiVoGuard’s alleged ability to prevent
“daisy-chaining.” No party contends that user agreements are a technological protection
measure, or that all indiscriminate redistribution is done through “daisy-chains.” Instead, several
parties have challenged the conclusions to be drawn from such premises. However, as
demonstrated in the MPAA Parties’ Petition and reiterated below, the most reasonable
conclusion to draw concerning a premature decision based on an inadequate record concerning a
technology that fails to meet the Commission’s goals is that it must be reconsidered.

Finally, with respect to the Certification Order generally, the MPAA Parties requested

that the Commission reconsider its decision to require prior approval of changes where a private



content participant agreements exists with effective change management provisions. Most
responses to this request were off-target, incorrectly interpreting the request as one to make such
agreements free from Commission oversight entirely. Those that did understand the MPAA
Parties’ Petition failed to offer any reason for distinguishing between the oversight role the
Commission should adopt with respect to change management, and the oversight it exercises
over private agreements in most other areas under its jurisdiction. The MPAA Parties’ Petition

should therefore be granted for the reasons stated therein.

The Record Does Not Support Adoption of TiVoGuard or SmartRight Without
Proximity Controls

Asargued in the MPAA Parties’ Petition, given the numerous complex technical, policy,
and legal questions remaining to be resolved concerning remote access, and the fact that the
Commission is now conducting a proceeding that may help resolve some of those questions, it
was premature for the Commission to approve remote access technologies in the interim procee-
ding prior to a determination of the technological protections that may be necessary. TiVo and
others argue for the opposite conclusion — that in the absence of defined criteria, the Commission
should place no limits on remote access.* However, it isinarguably safer to expand capabilities
based on known criteria than to allow a legacy of products to be built in advance of such criteria,
in the hope that the variances between the legacy products and the final criteria do not proveto

be too significant.

3 See MPAA Parties’ Petition at 2-3. TiVo repeatedly chastises the MPAA Parties for “brazenly” requesting that the
Commission reconsider a decision it has already entered. See Opposition of TiVo Inc., MB Docket No. 04-63, at 4,
9, 10, 23 (filed Sept. 27, 2004) (“TiVo Opposition”); see also Opposition of Consumer Groups, MB Docket No. 04-
63, at 4 (filed Sept. 27, 2004) (“PK/CU Opposition”). Naturally, such criticisms are misplaced, since the entire
purpose of a petition for reconsideration isto request reconsideration of an existing decision. See 47 C.F.R.

§ 1.106(b)(2).

* See TiVo Opposition at 4.



TiVo’s certification for TiVoGuard should have been denied for an additional reason:
the technology is not yet well defined. The failure of TiVo to provide adequate specification for
its technology is most apparent with respect to its remote access capability, particularly its
TiVoToGo implementation, and with respect to how registration in a so-called “Secure Viewing
Group” (“SVG”) is handled. TiVo readily admits that key components of its technology’s
remote access capability are “still at the concept stage.”®> The MPAA Parties request not that
every technology be “tried and tested” before being submitted for Commission approval, but that
technologies be at least well enough defined to permit evaluation of their capabilities and
controls.® TiVoGuard’s certification fails to meet this minimal standard and its approval should
therefore be reconsidered.

TiVo aso failed to introduce any evidence concerning the content or operation of its
subscriber agreement. This lapse is critical because the subscriber agreement was one of the two
bases on which the Commission concluded that TiVoGuard contains “other reasonable
constraints sufficient[ to] limit the redistribution of content.”” TiVo admits that its subscriber
agreement has never been placed in the record.®? Nor has TiVo ever offered any evidence
concerning how it might detect or prevent violations of the agreement.

Among the most troubling lapses in the record is the lack of any detailed description of
the process for registration of devices within an SVG. The registration processis crucial to
TiVoGuard, because registration determines the persons and places to which content may be

redistributed using TiVoGuard. TiVo maintains that it has “fully and accurately disclosed in the

® See TiVo Opposition at 4 & n.7.
6 See MPAA Parties’ Petition at 5-6.
" Certification Order 1 72.

8 See TiVo Opposition at 5.



record . . . the process for registering a device.”® The sources cited for this claim, however,
demonstrate nothing of the sort. One states only that customers may register devices “via a
password-protected web interface or by calling customer support.”'® The document provides no
other information about what restrictions or controls are placed by TiVo on the registration
process. A second source mentions registration of devices, but provides no further detail.'* The
third source does not address registration at all.*?

In the absence of any evidence from TiVo concerning registration, and as far as can be
otherwise determined from TiVo’s filings, TiVoGuard’s affinity-based controls lack necessary
technological measures to protect digital broadcast television. For example, TiVo clamsthat it
will prevent indiscriminate unauthorized redistribution because “upon learning of and confirming
such use” it will “terminate that user’s subscription.”*® However, TiVo offers no indication that
it has any means of detecting or confirming the source of such abuses. Indeed, TiVo’s
discussion of registration in its Opposition simply confirms this point. TiVo claimsthat SVGs
“by their nature cannot be formed by arms’ length exchanges between ‘strangers.””** The
reason, TiVo argues, is that registrants allegedly must subscribe to the TiVo service and “must
request that each device he or she owns be added” to the SVG. However, there is nothing in the

“nature” of SVGs that ensures that the devices added to an SV G by a person are actually owned

by that person. Instead, the only impediment TiVo offers to a user’s registration of strangers’

° TiVo Opposition at 6 & n.11.
19 Broadcast Flag Certification of TiVo Inc., MB Docket No. 04-63, at 25-26 (filed Feb. 27, 2004).
11 See Reply of TiVo Inc., MB Docket No. 04-63, at 20 (filed Apr. 16, 2004).

12 See Letter from James M. Burger, Counsel to TiVo, to Marlene H. Dortch, Secretary, FCC, MB Docket 04-63, at
Attachment (July 28, 2004).

3 TiVo Opposition at 7.

14 TiVo Opposition at 12 (emphasis added.).



devicesisthat “TiVo’s subscriber agreement specifically provides that content may only be
transferred among devices registered to asingle account and used ‘within your household.”*®

TiVo notesthat the MPAA has requested that the Commission consider, as part of its
review of any technology, non-technological aspects of that technology such asits licensing
terms.’® TiVo is comparing apples and oranges, however. The licensing terms to which it refers
arein addition to, not a substitute for, underlying technological protection of digital broadcast
television program. Asthe MPAA Parties stated in their Petition, while a user agreement is
admittedly useful and even necessary in enforcing compliance by users with technological
protection measures, it is not itself atechnological protection measure and cannot substitute for
one.*’

For all of these reasons, TiVo’s certification for TiVoGuard does not provide a sufficient

basis on which to approve TiVoGuard for use with Marked Content, and the Commission should

reconsider its decision.®

. Without Proximity Controls, TiVoGuard and SmartRight Fail to Meet the
Commission’s Stated Standard for Approval

The MPAA Parties have requested that the Commission postpone approval of any remote
access technologies until criteriafor remote access are determined. However, even under the

Commission’s determination that it can proceed now on a case-by-case basis to approve remote

'3 TjVo Opposition at 13 (emphasis added).
16 See TiVo Opposition at 11.
1 See MPAA Parties’ Petition at 7.

18 TiVo also claims that the MPAA Parties “intimate[d]” in their Petition that the Commission had found that
TiVoGuard |acked appropriate revocation and renewal information, when in fact the Commission concluded the
opposite. TiVo Opposition a 15. No such intimation was intended or can reasonably be inferred. The context of
the paragraph, in which the MPAA Parties are requesting reconsideration of various Commission conclusions,
makes clear both the Commission’s position and the MPAA Parties’. See MPAA Parties’ Petition at 11.

6



access technologies if they contain “other reasonable constraints [that] sufficiently limit the
redistribution of content,” TiVoGuard and SmartRight (without proximity controls) fail to meet
that standard. TiVoGuard allows indiscriminate redistribution of digital broadcast television
content to any person in the world with a one-time exchange of a serial number.'® SmartRight
(without proximity controls) allows indiscriminate redistribution to any other SmartRight device
in the world that is part of the sender’s self-selected “Personal Private Network” (“PPN”).20
Neither TiVo nor SmartRight has any means of technologically limiting or preventing such
redistribution, other than to limit redistribution to ten devices per SVG or PPN.

TiVo’s response, made repeatedly throughout its Opposition, is that such concerns are
“minor” and concern only “unauthorized redistribution,” and therefore “hav[e] nothing to do
with TiVo’s ability to prevent the indiscriminate redistribution of content.”?* |n other words,
TiVo admitsthat its system has leaks, but argues that they are not large enough to cause concern.
TiVo and its supporters remain steadfastly focused on attempts to use the TiVoGuard technology
to redistribute, in a single attempt, content from one person to millions. However, they continue
to overlook the cumulative impact of redistribution from every TiVo owner to every other TiVo
owner. The result may be equally devastating, and equally “indiscriminate,” and nothing TiVo

or any other party has submitted to the Commission has demonstrated otherwise.*

19 TiVo does not contest the MPAA Parties’ statement that “the device registration process may consist of nothing
more than typing a serial number into a website,” MPAA Parties’ Petition at 5.

% Comments of SmartRight, MB Docket No. 04-59, at 3-4 (filed Sept. 23, 2004).

% TiVo Opposition at 6; see also PK/CU Opposition at 5. SmartRight, on the other hand, has agreed to incorporate
proximity controlsinitsinitial implementation. See Letter from David H. Arland, Thomson Inc., to Marlene H.
Dortch, Secretary, FCC, MB Docket No. 04-59 (June 23, 2004).

2 TjVo also continues to rely on the claim, one that the Commission has already rejected, that redistribution over the
Internet istoo inconvenient and time-consuming to be worrisome. See TiVo Opposition at 7, 15. TiVo’s argument
that TiVoGuard’s lapses should be excused because other violations of the regulation will be worse is similarly
unavailing. See TiVo Opposition a 13-14.



TiVo arguesthat such redistribution is “unlikely.”*® The evidence concerning peer-to-
peer trafficking in copyrighted content, however, indicates otherwise. Persons using illegitimate
peer-to-peer services are willing to not only take the time to download such programs and install
them, and spend considerable time searching for songs, but also to bear the burden of adware
programs, spam, pornography, and other malicious content that typically accompanies such
programs in order to gain accessto infringing material. Other than unsupported speculation,
neither TiVo nor any other party has offered any foundation for the claim that substantial harm
from the cumulative impact of millions of users redistributing content to multiple additional
recipients is “unlikely.”

CDT arguesthat TiVoGuard and SmartRight will allow no more indiscriminate
redistribution than proximity-based technologies, which may also “allow users to share content
with “total strangers’ in the same apartment building or college dormitory complex.”®* This
argument fails to account for the vastly greater reach of technologies using affinity-based
controls, and the greater harms caused by such redistribution. Affinity-based technologies can, if
not properly restrained, redistribute content not just to persons in a single building, but to anyone
worldwide interested in receiving it, with minimal effort. While no protection technology is
perfect, proximity controls, by keeping broadcast content within atightly confined geographic
area, do not undermine the local broadcast television system in the way that unconstrained

affinity-based technologies can.®

% TiVo Opposition at 6; see also Opposition of the Center for Democracy & Technology, MB Docket Nos. 04-55, et
al., at 4 (filed Sept. 28, 2004) (“CDT Opposition”). Public Knowledge and Consumers Union argue, incorrectly,
that a physical exchange of dongles would be necessary to redistribute content using TiVoGuard. See PK/CU
Opposition at 6. However, as the MPAA Parties argued, registration in an SVG evidently requires only the dongle’s
serial number; no physical exchangeis necessary. See MPAA Parties’ Petition at 5.

2 CDT Opposition at 3.

% See MPAA Parties’ Petition at 11.



[1. TiVoHas Not Provided a Solution to the M ixed-Controls Problem

In their Petition for Reconsideration, the MPAA Parties also raised a troubling and
unresolved issue with respect to TiVoGuard and other technologies that rely only on affinity-
based controls. If such technologies are combined in a singled device with output technologies
containing proximity-based controls, the affinity-based controls may be used to defeat the
proximity-based controls unless some means of propagating the proximity controls downstream
is incorporated into the affinity-based technology. Otherwise, by alternating between types of
outputs, affinity controls can be used to evade proximity restrictions and vice versa. TiVo spells
out one possible scenario in which this might occur, which involves two unrelated personsin a
vacation home, and which TiVo again deems unlikely.” But alternative scenarios are possible,
such as where the proximity-based control is a wireless connection between neighboring
apartments, or where multiple affinity groups are owned by the same person. TiVo has not
offered any evidence that its technology is not vulnerable to such exploits.

The solution the MPAA Parties request is not, as TiVo claims, to forbid interoperabil -
ity,?” but to request that output protection technology providers of one sort that propose allowing
downstream devices to have, as approved outputs, outputs of the other sort, demonstrate how the
relevant controls will be enforced downstream. This minimal showing is absolutely essential and

should not pose a significant burden for technology providers.

V. TheCommisson Should Not Require Preliminary Approval of Changes Where
Effective Private Change M anagement Provisions Exist

Several of the parties filing oppositions entirely misunderstood the nature of the MPAA

Parties’ request concerning change management. The MPAA Parties requested that the

% See TiVo Opposition at 17.

%" See TiVo Opposition at 18.



Commission reconsider its decision to require prior approval of changes where a private content
participation agreement provides effective change management procedures. The MPAA Parties
did not request that the Commission exercise no oversight role whatsoever over change
management in such circumstances.?® The arguments proffered by several parties against the
MPAA proposal are therefore largely inapposite. In support of their request, the MPAA Parties
cited procedures governing other aspects of the Flag regulation or other regulations in which the
Commission exercises oversight only after-the-fact, in the event of adispute. Asthe
Commission has itself noted, this has the beneficial effect of allowing marketplace agreements
and the procedures therein to play out before regulatory oversight isinvoked. All the MPAA
Parties request is that the same doctrine be applied to private change management provisionsin
the context of the Broadcast Flag regulation. No party filing in opposition provided any reason

why change management of Broadcast Flag technologies should be treated differently.

CONCLUSION

For the reasons stated above, the certifications approved by the Commission should be
reconsidered in part and clarified to require proximity controls in TiVoGuard and SmartRight,
respectively; the Commission should clarify that mixed networks comprised of both affinity-
based and proximity-based technologies must contain adequate controls; and the Commission
should reconsider its decision to require prior approval of material changes where effective

change management procedures are provided in a private content participant agreement.

8 Compare MPAA Parties’ Petition at 13 with TiVo Opposition at 19-22; CDT Opposition at 4; Comments of
Philips Electronics North America Corp., MB Docket Nos. 04-55, et al., at 3-4 (filed Sept. 23, 2004); PK/CU
Opposition at 7.
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Respectfully submitted,
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SONY PICTURES ENTERTAINMENT INC.
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THE WALT DISNEY COMPANY

WARNER BROS. ENTERTAINMENT INC.
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